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Agenda 

● Open CI Updates
● General Topics

○ PSA Certified and TF-M LTS
○ MBed TLS/PSA Crypto Update
○ Marketing Update
○ AOB
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Vote Results: Membership Restructure
Vote Results:  Passed with 100% of membership voting “Yes”

Next steps:
● Use the adjusted rates from the vote to assure balanced FY24 Budget - Done
● Adjust pricing with Linaro finance to begin sending out near-term quotes to members
● Update Website with newly approved Charter and Membership Agreement
● Update the overview slide deck and post on the website
● Send out the FY2024 budget for Board Vote
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Open CI Updates 
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Open CI Updates
Progress - August/September

● TFC-274: Mirror TF-A, TF-M and Trusted Services repo in TF github
○ Delivered to production

● TFC-493 TF-A CI: Support for staging area or similar environment for testing during toolchain-upgrade
○ Support for TF-As’ plans to upgrade the toolchain for every release (6-month cycle).

● TF-A/M Release Support
○ Analysis of issues during stress testing
○ Note: Community Mgr approved adding 2 backend servers for 2 months (~$1,200) to support TF-A release

■ Increase number of FVP workers
■ Decrease LAVA timeouts/number of LAVA resubmission retries

● Boards/Lab
○ Chromebook - Corsola - deployed and running tests 

● MISRA TF-A / TF-M efforts
○ Collaborating w/ Bugseng for a MISRA White Paper; awaiting final review before publishing

Active Issues:
● Active Hardware Issues
● Active Infrastructure Issues

○ Monitoring infrastructure TF-M/A releases in November.
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https://linaro.atlassian.net/browse/TFC-247
https://linaro.atlassian.net/browse/TFC-493


Open CI Priorities
Identified Priorities for FY’24 (Can tweak/add based on Trusted Firmware Board feedback)

● Deploy new member boards 
● TF-A LTS 
● Integrating new compiler licensing technology (UBL)
● Add IAR compiler support for TF-M and Mbed TLS
● Bugseng (MISRA) TF-M and any TF-A tuning after receive all feedback 
● TF-RMM Infrastructure
● Verify Disaster Recovery process, procedures, docs
● Trusted Services CI 
● TF-A Windows Build

Priorities - over the next month

● Support TF-M/A releases
● Enable UBL Licensing Support
● Enable FVP jobs in the cloud
● Provide estimate for adding IAR compiler

Reminders: Current deployed devices, Job test results, EPIC: Trusted Firmware Community Board Enablement  
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https://tf.validation.linaro.org/scheduler/device_types
https://tf.validation.linaro.org/scheduler/alljobs
https://linaro.atlassian.net/browse/TFC-56


Open CI Platform Prioritized Backlog
Current Open CI Platform Enablement Activities:

1. Add Renesas EK-RA6M4 - On hold
2. Add Corsola Chromebook - Done 
3. Google next Chromebook - Holder for FY 23
4. ST next platform - Holder for FY 23
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Member Platform FY ‘21 FY ‘22 FY ‘23 FY ‘24

Renesas EK-RA6M4 1/1

ST STM32MP15 1/2

ST STM32U5 2/2

Google Chromebook 
Tomato

1/2

Google Chromebook 
Corsola

2/2

Arm N1SDP 1/2

Google 
next

Chromebook 
next

1/2

ST next STM32xx 1/1

Platform Quota usage per members

Board enablement pipeline now caught up.
Next boards?

https://linaro.atlassian.net/browse/TFC-100
https://linaro.atlassian.net/browse/TFC-224
https://linaro.atlassian.net/browse/TFC-327
https://linaro.atlassian.net/browse/TFC-357
https://linaro.atlassian.net/browse/TFC-357
https://linaro.atlassian.net/browse/TFC-358
https://linaro.atlassian.net/browse/TFC-358
https://linaro.atlassian.net/browse/TFC-361
https://linaro.atlassian.net/browse/TFC-409
https://linaro.atlassian.net/browse/TFC-409
https://linaro.atlassian.net/browse/TFC-373


General Topics
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PSA Certified & TF-M Long Term Stable (LTS)
● Today chips are PSA Certified using a particular version of TF-M (PSA Updatable RoT)

○ No efficient way to update PSA certificate with future TF-M versions – Expensive & time consuming.
○ Certificate can be invalid once vulnerabilities found in TF-M 

● TF-M LTS enables an efficient way to update PSA Certification of chips with latest security and bug 
fixes.
○ Chips are certified using a TF-M LTS release. Chips then update to future LTS updates after updates go through PSA 

Security evaluation

○ Certificate can be kept valid and latest TF-M shipped in chip vendor SDKs and in end devices

● New LTS release created every 18 months and maintained for 3 years. During the 3years,
○ 9-monthly bug fix LTS update releases alongside the 9-monthly mainline releases
○ Ad hoc  security fix releases 

● Platform independent TF-M fixes are evaluated once & applicable to PSA Certified chips on the LTS 
release.

○ Platform specific changes would require chip specific evaluation. 
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Trusted Firmware-M LTS – Generic & Platform 
Specific Changes

Platform independent TF-M fixes in LTS release 
evaluated once by Lab. and applicable to all PSA 
Certified chips based on the LTS release.

Trustedfirmware.org & Arm  will work with Lab 
and TrustCB to evaluate changes between LTS 
releases

Chip vendors will have to undertake delta 
evaluation if changes in platform code

 

10



3 Year LTS; Created every 18months; Released every 9 months
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Need TF members to collaborate on 
the maintenance of the TF-M LTS 
branches similar to TF-A LTS. 

Will be challenging for Arm to 
undertake the maintenance on its 
own



Mbed TLS, PSA Crypto Update
● New repository, TF-PSA-Crypto published in Mbed TLS github 

○ Provides PSA Crypto API reference implementation 
○ Prototype read only repository for now 
○ Aim to make the repository the live development repository by early next year 
○ Makes PSA Crypto implementation separate from Mbed TLS

● Mbed TLS and TF-PSA-Crypto going back to dual license Apache2.0/GPLv2.0:
○ Today inbound license is Apache-2.0 AND GPL-2.0-or-later and outbound license is 

Apache2.0
○ Reverting outbound license to Apache-2.0 OR GPL-2.0-or-later as it was back in 2018
○ Discussed in TF TSC in May 2023 and in TF board in 2022.
○ Allows GPL-2.0 licensed projects such as uboot to integrate Mbed TLS.
○ Apache2.0 licensed projects can continue to take Mbed TLS under Apache2.0 license
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Marketing/Website updates
● Discord server for TF available: See https://www.trustedfirmware.org/faq/ for 

instructions.

● Website

○ Trusted Services 1.1.1 release blog posted

○ Started efforts to migrate off current wiki, CoC moved

○ Updated Charter and Membership Agreement

○ Nearing completion of MISRA white paper w/ Bugseng

● Feedback from OSFC
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https://www.trustedfirmware.org/faq/
https://www.trustedfirmware.org/coc/


AOB (Any Other Business)

Next Board Meeting 
Nov 15  @ 17:00 BST/UTC+1

09:00 Pacific (San Jose)
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Thank You

www.TrustedFirmware.org 
enquiries@TrustedFirmware.org 
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http://www.trustedfirmware.org
mailto:enquiries@TrustedFirmware.org


Resolved Tickets - Last 30 Days
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