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DICE
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DICE - Device ldentity Composition Engine

e TCG standard with industry adoption
Small footprint and simple key derivation
e Provides a measurement chain that is rooted in the
device’s identity and based on measured code.
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e llias Apalodimas proposed DICE as an improvement to the [Pttt coe |

LE D G E SC eG |"| |e r th | S yeG r. SRC: Hardware Requirements for Device Identifier Composition Engine Level 00, Revision 78 Li naro



https://docs.google.com/presentation/d/1cFIyj98LKTfbFDx-9a69DuD-0Dkg4CrWVxSM6D_kYtU/edit#slide=id.g7ddc668a4b_0_67
https://trustedcomputinggroup.org/wp-content/uploads/Hardware-Requirements-for-Device-Identifier-Composition-Engine-r78_For-Publication.pdf

ldentity Based Device Identity Architecture
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https://trustedcomputinggroup.org/wp-content/uploads/Foundational-Trust-for-IOT-and-Resource-Constrained-Devices.pdf

DICE in TF-A?

® Prototype work for TF-A proposed at Linaro Jira TS-295.
® Compile time flag, making it optional to use

TCG layers TE-A
DICE engine > BL-1
DICE Core > BL-2
Firmware »{ BL3-1, BL3-2, BL3-3

® (Could serve as a lightweight mechanism for attestation and measured boot when there is no
TPM device to use
Linaro


https://linaro.atlassian.net/browse/TS-295

Links

e Hardware Requirements for a Device Identifier Composition Engine
e Microsoft blog post



https://trustedcomputinggroup.org/wp-content/uploads/Hardware-Requirements-for-Device-Identifier-Composition-Engine-r78_For-Publication.pdf
https://www.microsoft.com/en-us/research/project/dice-device-identifier-composition-engine/

DICE - Acronyms

UDS - Unique Device Secret

The UDS is a statistically unique per-device secret that is installed or created early in the life of the device and is only accessible to DICE.

CDI - Compound Device Identifier
The value created by DICE and revealed to RloT Core that depends on the UDS and the measurement (digest) of the First Mutable Code.

DevicelD - Device Identity Key

An asymmetric key pair (currently an ECC P256 key) that serves as a long-term identifier for the device. The DevicelD key may be
self-certified or may be certified by the device vendor. The DevicelD key is created by RloT Core, and the private key is never released from
RloT Core.

Alias Key/Alias Cert — Alias key and associated certificate

The Alias Key is an asymmetric key pair created by RloT and provided to Device Firmware. The Alias Certificate is a DevicelD private key
signature over the Alias Public Key and device attestation data.

Source: https://develop.trustedcomputingaroup.ora/2018/03/20/implementing-dice/ 'LI naro


https://develop.trustedcomputinggroup.org/2018/03/20/implementing-dice/
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